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IMOJIOKEHHE O MOPSJIKE OBPABOTKH U OBECHHEYEHHUH
BE3OIACHOCTH NEPCOHAJILHBIX JIAHHBIX

B MEOY "BEJIOPEYEHCKHIT JINIEI"

Hactosee [Tonosenue paspaGorano B cooTseTeTBHM ¢ ®enepanbibiM 3akonom ot 27.07.2006
Nol52-®3 «O nepcoHaNbHBIX HaHHBIO (tanee — MenepansHblii 3aKOH), NOCTAHOBIEHHEM
[IpaBurensersa Poccuiickoii Denepawnn or 15.09.2008 Ne 687 «0O6 yreepaaenun [Nonomxenns
00 ocobennoctax obpaboriu NEPCOHATBHBIX JAHHBIX, OCYILIECTBISEMON ez HCnoab30BaHms
CPEACTB aBTOMaTH3alUlKy, [loctanosnennem [pasutensersa PO or 01.11.2012 Ne 1119
"O06 yrsepmnaenun TpeoBanmii Kk aammre IICPCOHATIHBIX  JIAHHBIX TIpH WX obpabortke B
HHPOPMALIHOHHBIX CHCTEMAX MEPCOHATBHEIX JIAHHLIX" M YCTAHABIMBACT CAMHBIA NOPAIOK
00paboTkH nepcoHANbHBIX NaHHEX B MBOY "benopeuenckuii muueii”,

1. Obmme mosioskenus

B uenax nacrosimero IMonoskenus HCHONB3YIOTCA CNEAYIOUINE TEPMHUHBI U TIOHATHA
[epconannueie panuvie - moGas HH(OPMAlKMA, OTHOCAIAACA K NPAMO HIH KOCBEHHO
OUPCAENCHIOMY HITH ONpPEAeSeMOMY (PH3HUCCKOMY JHILY (CYOLEKTY MepCOHAIBHEIX JIAHHBIX);
Obpaborka nepeconaibubIX Janmeix - moGoe JcHCTBHE (Onepalus) HiH COBOKYHHOCT
neHCTBHH (onepauni), COBEpIIAEMBIX C HCHONBIOBAHMEM CPEACTB ABTOMATH3AMHH WM Oe3
HCHOIL30BAHKA  TAKHX CPEACTB C© NEPCOHATBHBIMH JIAHHBIMH, BKIIOUYAs cOop, 3anmce,
CHCTEMATH3ALMIO, HAKOIIICHHE, XpaHeHHe, YTouHeHHe (00HOBICHHe, HaMeHelne), H3BJIEYEHHE,
HCTOJIb30BanKe, nepeady (pacHpocTpaHeHue, MPedOCTABNCHHE, JOCTYI), obe3nnunBanme,
OnoKHpoOBaHie, yaaneHne, YHHITOKeHHE NEPCOHATBHBIX JAHHBIX;

OOpaboTka nepcoHanbHBIX JAAHHBIX,  CcOAepKAWMXCA B HMH(pOPMALHOHHON|  CcHCTEME
NCPCOHAILHBIX TalHBEIX JHOO H3BICYEHHBIX H3I TAKOH CHCTEMb (Danee - mnepcoHaibHBIE
JAHHBIE),  CYMTACTCH  OCYIIECTBICHHOH 063  HCHOIh30BAHMS CPEICTB  aBTOMATH3AIHH
(HeABTOMATHIMPOBAHHOM), ecaM  Takme JjeiicTBHA ¢ NEPCOHANBHBIMH  TAHHLIMH, KaK
ACIONL30BAHNE, YTOUHCHHE, PaclpOCTPAHEHHE, YHHYTOKCHHE epPCOHANLHBIX JAHHBIX B
OTHOWICHHH  K@XJI0ro M3  CYOBEKTOB INEPCOHANBHBIX  IAHHBIX. OCYUIECTBAAIOTCA  IIPH
HETMOCPE/ICTBEHHOM YYaCTHH YCIIOREKE.

Hudopmaunonnasn cuerema nepeonansupIx 1anmpix - COBOKYITHOCTE COJEPMKaIuXcs B Dazax
AGHHBIX - [CPCOHAMBHBIX NaHHBIX H obecneumparommx ux obpaboriy HHPOPMAITHOHHBIX
TEXHOMOTHIT H TEXHHYECKHUX CPE/ICTR;

2. OcHoBHBIE YCI0BUS TPOBEICHIH 00paboTKH NEPCONAIBLHBIX TAHNBIX

ObpaboTka nepcoHatbHBIX TaHHBIX OCYLIECTRIAETCS:
- [0 MOJIYYeHHs cornacks cyOBeKTa NepcOHANBHBIX JAaHHBIX, COCTABIEHHOIO COMIACHO



YCTAaHOBJIICHHOW (hopMe, 3a HMCKIIOUEHHUEM CIIy4aeB, MPETYCMOTPEHHBIX YacThlo 2 CTaTbu 6
denepanbHOIO 3aKOHA;
- [IOCJIe IPUHSTHUS HEOOXOUMBIX MEP IO 3aIIUTE NePCOHATBHBIX JaHHbIX.

B opraHe uCIOJHUTENBHON BIACTM M TOJABEJOMCTBEHHBIX WM YUPEXKACHUSAX IPUKA30M
PYKOBOIUTENS Ha3HAYaeTCs COTPYAHHMK, OTBETCTBEHHBI 3a OpraHusaiuio o0pabdoTKu
NEPCOHATBHBIX JAHHBIX M OINpENeNsAeTCsl NepedyeHb JIHI, JOMyIIEHHBIX K o00paboTke
MEePCOHANBHBIX TaHHBIX.

Jluna, nomyiieHHbIE K 00pabOTKe MEepPCOHATBHBIX TaHHBIX, B 00S3aTEIbHOM IMOPSAIKE IMOJ
pocnuch 3HAKOMSTCS C HacTtosmuM [lonokeHWeM U TOANUCHIBAIOT 0053aTeNbCTBO O
HepasrianieHne HHGpopMaIum, coepxKaiieii nepcoHaabHbIC TaHHbIC.

3anpeniaercs:

- 00pabaTbIBaTh NMEPCOHAIBHBIC TAHHBIE B IPUCYTCTBUU JIUL], HE IOMYIIEHHBIX K UX 00paboTKe;
- OCYIIECTBIISATH BBOJ EPCOHAIBHBIX JaHHBIX MO AUKTOBKY.

3. ITopsinok onpenesnenus 3ammmaemMoii uHgopmanumn

B oprane ucnonHuTeNnbHOM BIacTu Ha ocHOBaHUU «llepednst cBeneHM KOH(PHUIESHIIMATILHOTO
xapaktepay, yrBepxkaeHHoro Ykazom lIpesumaentra Poccuiickoir @enepanun ot 6.03.1997 Ne
188, ompenensiercss M YTBEp)KIAETCSl IEPEYEHb CBEACHMM OIPaHUYEHHOIO JOCTYyNa, HE
OTHOCAIIUXCSA K TOCYIapCTBEHHOW TalHe (manee - KOH(MHUICHIMATIbHOW WH(POpMALUHA) H
nepeyeHb HHPOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX JTAHHBIX.

Ha cranuu npoexktupoBanust kaxaoi CII/IH onpenensroTces menu u coaepkanne o0padoTKu
NEPCOHAIBHBIX JAHHBIX, YTBEPXKIACTCS IepeYeHb 00padaThIBaeMbIX IEPCOHATBHBIX JaHHBIX

4. Tlopsinok 00padOTKHM NEPCOHAJbHBIX [JAHHBIX B HH(POPMAUMOHHBIX CHCTEMAaX
NEePCOHATBbHBIX JAHHBIX C HCIOJIb30BAHMEM CPEACTB ABTOMATHU3ALMHU

O06paboTka nepCcOHANbHBIX TaHHBIX B HH()OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX JaHHBIX
C UCIOJIb30BAaHUEM CPEJICTB aBTOMATHU3allMU OCYLIECTBISETCA B COOTBETCTBUU C TPEOOBAHUSAMU
nocraHosienus IIpasurenscrBa P® ot 01.11.2012 Ne 1119 «O6 yrBepkaeHun TpeOOBaHUN K
3aIUTEe TEPCOHAIBHBIX JAaHHBIX TpU HX 00paboTke B HWHPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JAHHBIX», HOPMATUBHBIX M PYKOBOISIIMX JOKYMEHTOB YIIOJHOMOYEHHBIX
(benepanbHbIX OPraHOB HCIIOJHUTEIBHON BIACTH.

OmnepaTopoM OCYIIECTBISICTCA OIpENEIeHUEe YPOBHS 3aIIMIICHHOCTH TEPCOHAIBHBIX
JTAHHBIX MPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX NAaHHBIX (Ianee —
UCIIH) B cooTBeTcTBUM ¢ TpeboBaHUsAMHU moctaHoBiaeHUs [IpaButenscrBa PO or 01.11.2012
Nel119 «O6 yrBepxaeHuu TpeOOBaHUHN K 3allUTe NEPCOHATBHBIX AAHHBIX MPH UX 00paboTKe B
MH(GOPMALIMOHHBIX CHCTEMax IEePCOHAIBHBIX NaHHBIX» B 3aBUCUMOCTH OT THMAa M 0oObema
00pabaTbIBaeMbIX IEPCOHANBHBIX JaHHBIX, & TAKXKE TUIIA YTPO3.

Meponpustus 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX HA CTaUAX MPOEKTUPOBAHMS U BBOJA
B OKCIUTyaTalMio O00BEKTOB MH(OPMATH3AIMHU TPOBOIATCA B COOTBETCTBHU C TPEOOBAHUSIMHU
noctanoBieHus: [IpaBurensctBa PO ot 01.11.2012 Nell119 "OG6 yrBepkneHun TpeOOBaHUN K
3alIUTe€ TIePCOHANBHBIX JaHHBIX MpU UX 00paboTke B HMH(OPMAIIMOHHBIX CHUCTEMax
MEePCOHAIIbHBIX JaHHBIX .

He pomyckaercss o0OpaOoTka mNepCOHANBHBIX MJAHHBIX B HMH(OPMAIMOHHBIX CHCTEMAax
NEPCOHAIBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEJICTB ABTOMATU3ALIUYU IIPU OTCYTCTBUU:

- YTBEP)KICHHBIX OPraHU3AIMOHHO-TEXHUYECKUX JOKYMEHTOB O TOpSJAKE SKCIUTyaTalluu
UH(QOPMALIMOHHBIX CUCTEM IE€PCOHAIBHBIX MJAHHBIX, BKJIIOYAIOUIMX aKT Kiaccu(ukanuu
WCIIJIH, MHCTpyKUMH IOJb30BaTeNs, aAMMHHMCTpATopa MO OpraHU3allud aHTUBUPYCHOU
3alUThI, U IPYTUX HOPMATHBHBIX U METOJANYECKUX TOKYMEHTOB;

- HACTPOEHHBIX CPEJCTB 3alIUThI OT HECAHKLIMOHUPOBAHHOI'O JOCTYIA, CPEJICTB aHTUBUPYCHON
3alUTHI, PE3EPBHOIO KOMUPOBAHUS MH(GOPMAIMUA M JAPYTUX MPOTPAMMHBIX U TEXHHUECKHX
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CPENICTB B COOTBETCTBHH C TPEOOBAaHUSIMH 0€30MMaCHOCTH MH(MOpMAITUH;
- OXpaHbl U OpPraHU3alMU PEXKHMa JOMYCKa B MOMEIICHHs, IpeAHa3HAYCHHbIE A1 00paboTKU
NIEPCOHATBHBIX JaHHBIX;

5. Tlopsinok 00pabOTKH TEPCOHAJBHBIX JAHHBIX 0€3 HCHOJb30BAaHUSL CPEICTB
aBTOMAaTHU3aLHU

O6paboTka TEepCOHATBHBIX JaHHBIX 0€3 MCIOJIb30BaHUS CPEACTB aBTOMATH3alluU (Janee —
HEAaBTOMATHU3UPOBaHHAsI 00pab0TKa MEPCOHANBHBIX TJAHHBIX) B COOTBETCTBHUH C IIOCTAHOBICHUEM
[TpaButenscTBa Poccuiickoit @eneparuu ot 15.09.2008 Ne 687 «O06 yrBepxkacHuu IlomoxxeHus
00 0co0eHHOCTSIX 00paOOTKH TMEPCOHAIBHBIX JAaHHBIX, OCYIIECTBIIEMON 0€3 HCMOJIb30BaHUs
CPEICTB aBTOMATHU3AlMM» MOXET OCYLIECTBIATHCS B BUAE JOKYMEHTOB Ha OyMa)KHBIX
HOCHTENSIX W B JJICKTPOHHOM Buje (¢ainbl, 0a3pl MaHHBIX) HA SJIEKTPOHHBIX HOCHTEISX
nHpopMaIuu.

[Ipn HeaBTOMATU3WPOBAHHOW O0OpPAOOTKE pPA3TUYHBIX KATETOPHH MEPCOHATBHBIX JaHHBIX
JOJDKEH HCIIONB30BAThCsl OTICNIBHBI MaTepUANbHBIA HOCHTENb IS KaXKIOW KaTeropuu
MEePCOHANBHBIX TAaHHBIX.

[Ipu HeaBTOMATU3MPOBAHHOM 00pabOTKE MEPCOHATBHBIX JAHHBIX Ha OYMa)KHBIX HOCUTEIISX:

- He JomyckaeTcs (uKcanus Ha OJHOM OyMa)KHOM HOCHTEJNE MEePCOHANBHBIX JaHHBIX, LEIH
00paboOTKH KOTOPBIX 3aBEJJIOMO HE COBMECTHUMBIL;

- NepCOHAaJbHBIE JTAaHHBIE JTOJDKHBI 000COOIATHCA OT MHOW MH(OPMAIMH, B YACTHOCTH IyTEM
duKcanuu UX Ha OTACIBHBIX OyMa)KHBIX HOCHTEIISIX, B CIICIUATBHBIX pa3jeiaxX WiIu Ha MOJsIX
dbopm (61aHKOB);

- JIOKYMEHTBI, COfIepKalllie NepCoHalIbHbIe JaHHbIe, (JOPMHUPYIOTCS B JIeNia B 3aBUCUMOCTH OT
eI 00pabOTKH MEPCOHATBHBIX JaHHBIX;

- Jlena ¢ JOKYMEHTaMH, COJAEP KAIUMHU MepPCOHATbHBIC aHHBIC, TOJDKHBI UMETh BHYTPEHHUE
OTIHMCH JJOKYMEHTOB C YKa3aHHEM LN 00paOOTKH U KATETOPUH MEPCOHATBHBIX TAHHBIX.

[Ipy ucnonp30BaHUMU THUIIOBBIX (POPM TOKYMEHTOB, XapakTep HMH(OpPMALMU B KOTOPBIX
MpeNIoyiaracT Wi JOMYCKAaeT BKIIOUEHUE B HUX NEPCOHANBHBIX JAaHHBIX (Jajiee - THIIOBHIC
($hopMBI), TOHKHBI COOTIOIATHCS CIICYIONTUE YCIOBHUS:

a) tumoBas (opmMa WM CBSI3aHHBIE C HEW JOKYMEHTHI (MHCTPYKIHS IO €€ 3aloJHEHUIO,
KapTOYKHU, PpPEecTpbl U  KYpHaJbl) JIOJDKHBI  COJEpXKaTh  CBEACHHUS O  LEIH
HEaBTOMATHU3UPOBAHHOW OOpaOOTKH MEPCOHANBHBIX NAaHHBIX, UM (HAMMEHOBaHUE) U afpec
orepaTopa, (pamMHuIInIO, UMS, OTYECTBO U aJpec CyObeKTa MEePCOHAIBHBIX JaHHBIX, HCTOUHUK
MOJTyYeHUs] TEePCOHATBHBIX JAHHBIX, CPOKU OOPaOOTKH MEPCOHANBHBIX JaHHBIX, MEPEUYCHb
NEHCTBUII C TEepCOHAJbHBIMHM JaHHBIMHM, KOTOpble OyAyT coBeplIaThCsl B Ipoliecce HUX
00paboTkH, oOOmee OmHMCaHWE HCHOJb3YEMBIX OINEpaTopoM  CIocoO0B  0O0pabOTKH
MEPCOHAIBHBIX JaHHBIX;

0) TumoBas (opma JODKHA MPEAyCMAaTPUBATh II0JI€, B KOTOPOM CYOBEKT TMEepCOHATBHBIX
JAHHBIX MOXET IIOCTaBUTh OTMETKY O CBOEM COTJIACHM Ha HEaBTOMATU3UPOBAHHYIO
00paboOTKy NEPCOHANBHBIX JAHHBIX, - NPH HEOOXOJUMOCTH TMOJYYEHHS] MUCHMEHHOTO
coryiacusi Ha 00pabOTKy NMEePCOHATBHBIX JaHHBIX;

B) TumoBas (opma J0HKHA OBITh COCTaBlIeHA TaKMM 00pa3oM, YTOOBI KaKIBIM U3 CYOBEKTOB
NEPCOHANBHBIX JAHHBIX, COACPIKALIMXCS B JJOKYMEHTE, UMEl BO3MOXXHOCTh O3HAKOMHUTHCS CO
CBOMMH MEPCOHANBHBIMU JTAHHBIMH, COJIEpXKAIIMMHUCA B JIOKYMEHTE, He Hapyllas IpaB U
3aKOHHBIX UHTEPECOB UHBIX CYObEKTOB IMEPCOHATBHBIX IAHHBIX;

r) TunoBas (opma JOKHA UCKITIOYaTh 0ObEIMHEHHUE MOJIeH, TpeJHAa3HAYCHHBIX ISl BHECEHUS
NEPCOHATBHBIX JAHHBIX, EJIU 00pa0OTKH KOTOPHIX 3aBEOMO HE COBMECTUMBI.

HeaBTromatusupoBanHasi 00paboTKa TMepCOHANIbHBIX JAHHBIX B DJIEKTPOHHOM  BHIE
OCYIIIECTBISETCS HA BHEITHUX HOCUTEISAX HH(POPMAIIHH.

IIpn OTCYTCTBUM TEXHOJIOTMYECKOM BO3MOKHOCTH OCYLIECTBICHUS HEABTOMATU3UPOBAHHOM
00pabOTKH MEPCOHATBHBIX NaHHBIX B AJICKTPOHHOM BHUE HA BHEIIHUX HOCHTENSX WH(OpMALUU
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HEOO0XOAMMO MPHHMMATh OpraHU3allMOHHbIE (OXpaHa IOMEIIEHUH) M TEXHUYECKHE MEpHI

(ycraHoBKa  cepTU(UIMPOBAHHBIX  CPEACTB  3alIUThl  MH(POPMAIUMH),  HCKIIOYAIOLIHE

BO3MOYKHOCTh ~HECAHKIIMOHMPOBAHHOIO JOCTyHa K TIE€PCOHAIBHBIM JaHHBIM JIUI, HE

JOTYIIIEHHBIX K UX 00paboTKe.

DJEeKTPOHHbIE HOCUTENIN HH(POPMALINH, COIEPIKAIlNe IIEPCOHANBHBIE JaHHbIE, YUYUTHIBAIOTCS B
KypHaJle yueTa JIEeKTPOHHBIX HOCUTEJEH NEePCOHANBHBIX JaHHBIX.

K kaxpomy 371€eKTpOHHOMY HOCHUTENIO 0hopMIIsieTCsl ONKCh (DailioB, COAEpIKAIMXCS HAa HEM, C

yKa3zaHUeM LeJIi 00pabOTKU M KATerOpUU NePCOHANBHBIX JTaHHBIX.

[Ipu HEecoBMECTHMOCTH IieJie HEaBTOMATU3MPOBAHHOW O0OPaOOTKU MEPCOHAIBHBIX JaHHBIX,
3a()UKCUPOBAaHHBIX HA OJHOM OJJIEKTPOHHOM HOCHUTENE, €CJIM AJIEKTPOHHBIH HOCUTENb HE
MO3BOJISIET  OCYILECTBIIATH OOpabOTKY TMEpPCOHANBHBIX JAaHHBIX OTAEIBHO OT JPYrux
3a()UKCHPOBAHHBIX HA TOM K€ HOCHUTEJIE IEPCOHAIBHBIX JAHHBIX, JIOJIKHBI OBITh IPUHATHI MEPHI
pa3nenbHOi 00pabOTKHU MEPCOHANBHBIX TaHHBIX, B YACTHOCTH:

a) INpH HEOOXOAMMOCTH HCIOJIb30BAHUS WM PACIPOCTPAHEHMs ONPEAEICHHBIX NEPCOHATbHBIX
JAHHBIX OTHEJIBHO OT HAaXOMMIIMXCS Ha TOM K€ MaTepUalbHOM HOCHUTENE JAPYIHX
NEPCOHANBHBIX  JIaHHBIX  OCYILECTBISAETCS ~ KONUPOBAaHME  IEPCOHAIBHBIX  JaHHBIX,
NOJUIeKAIUX  PACIPOCTPAHEHUIO WIJIM  HCIOJB30BAHMUIO, CIOCOOOM, HMCKIIOYAIOIIUM
OJTHOBPEMEHHOE KOIMPOBAaHHE MEPCOHATIBHBIX JaHHBIX, HE MOAJISKAIUX PACIPOCTPAHEHUIO
¥ MCIIOJIb30BaHMIO, U MCIIONB3YETCs (PacpoCTpaHseTcs) KOMUs MEPCOHATBHBIX JaHHBIX;

0) mpu HEOOXOIUMOCTH YHHUYTOXKEHUS WIM OJOKUPOBAHUS YacTH IEPCOHAJBHBIX JaHHBIX
YHUYTOXKAETCS WM  OJOKHpYeTCsl MaTepHaIbHBI HOCHTENb C  IPEIBAPUTEIBHBIM
KOIMPOBAHUEM CBEJICHUH, HE MOJUIekKAIUX YHUUTOXKEHHUIO MM OJOKMPOBAHUIO, CIIOCOOOM,
UCKJTIOYAIOIIMM OJHOBPEMEHHOE KOIMPOBAaHME TEPCOHANBHBIX JaHHBIX, MOIJIEKAIINX
YHUYTOKEHUIO WK OJIOKMPOBAHUIO.

JIOKyMEHTBI U BHEIIHUE 3JIEKTPOHHBIE HOCUTENN MH(OpMAIUH, CoepKallie MepcoHaIbHbIC
JAHHbIE, JOJDKHBI XPAHUTbCA B CIYXKEOHBIX IOMELICHUSX B HAJEKHO 3alUpacMbIX H
orneyatbiBaeMbIX mKagax (ceiidax). [Ipu 3ToM TOKHBI OBITH CO3/1aHBI HAJUIEKAIUE YCIOBHS,
o0ecneynBaroIe HX COXPAaHHOCTb.

YHUUTOXEHHE WM O0E3IMYMBAHUE YAaCTH NEPCOHAIBHBIX JAHHBIX, €CIIM 3TO JOIMYCKAETCs
MaTepHaIbHBIM HOCHUTEIEM, MOKET MPOU3BOAUTHCS CHOCOOOM, MCKIIIOYAIOIIUM JallbHEHIYo
00paboOTKy 3THUX MEPCOHATBHBIX JAHHBIX C COXPAaHEHHWEM BO3MOXXHOCTH OOpabOTKM WHBIX
JAHHBIX, 3a()MKCUPOBAHHBIX HA MaTepHAIbHOM HOCUTENE (yJaJIeHUE, BBIMapbIBaHUE).

6. OTBETCTBEHHOCTDH JOJLKHOCTHBIX JIHI

['paxmanckue TOCymIapCTBEHHBIC Cly)Kamue (paOOTHWKH), IOMYIICHHBIE K TMEPCOHATBHBIM
JAHHBIM, BHHOBHBIC B HAPYIIEHWU HOPM, PETYIUPYIOMIMX MOTy4eHHe, 00pabOTKy W 3alluTy
MEPCOHANIBHBIX JTAHHBIX, HECYT NUCIUIIMHAPHYIO aJMUHUCTPATUBHYIO, IPaXIaHCKO-TIPABOBYIO
WA YrOJIOBHYKO OTBETCTBEHHOCTh B COOTBETCTBHMM C 3aKOHOJATEIbCTBOM Poccuiickoi
denepanuu.
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